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Introduction

Correctness is paramount for safety- critical software controlsystern Is. Critical software
failures inmedical radiation treatment [1], communications [2], and dcfense [3) are faniliar
to the public. The significant quar ity of softwarcinalfunictions regul arly reportedto the
soft warc engincering community [4], the chiange in laws concerning liability [5], and arccent
NRC Acronautics and Space Fungincering Board report [6] additionally motivate the use of
crror-reducing, software developrent techniques.

Thebenefits of formalmethods inrequirements-driven software developiment ( “forward
engineering”) is well documented [7,8,9,10, 11, 1 2]. Once advantage of rigourously engi -
neering software is that forr nal notations are precise, verifiable, and facilitate autor nated
processing [1 3],

We claim that maintenance of critical legacy code also benefits from formal methods.
For example, formal specifications can be reverse engineered fror 11 existing code. Thie
resulting formal specifications are then the basis for chian 8¢ requests and the foundation for
sill.)scquellt, verificationandvalidation. Considering re- implemeritation’s high cost and, even
worse, the failure of critical software, reverse engineering of code into forinal specifications
provides an alternative to traditional approaches for maintaining safety-critics] systems.

This paper deseribes a project appling formal imethods to a portion of the shuttle on-
orbit digital autopilot (DA 1)). Three objectives of the project were to: dcmonstrate the 11sy
of formalmecthods 011 ashuttle application, facilitate theincorporation and validation of
new requirements for the system, and verify the safety-critical propertics to be exhibited
by the software.

i addition to developing forimal specifications of a critical module, a graphicaldepiction
of the subsystem was constructed using the Object Modeling Technigue (OM'T) to provide
an object-oriented view of thesystemasit relates to the functional and dynamic views.
I .cssons lea rned from this project are described, including disc ussions of the benefits of
constructing and being able to generate proofs with the formal specifications.



I’roject Overview

A portion of the shuttle software was choseri for a formal methods demonstration project
involving NASA’s Jet Propulsion Laboratory, Johmson Space Center, and Langley Rescarch
Center [1 4]. A related Project of asmaller scale was perforiied by the authors inconjunction
with the larger der nionstration project. The Phase. P1ane module, the control system for
automatic attitude control of the shuttle, was thesubsystemselected for the sialler proj ect.
The criteria that led to the selection of Phase. Plane included finding a module with diflicult
to understand requirements and potential for critical chanige requests.

Three tasks were performed inthe development of the forinal specifications of the mod-
ule’s high-level requirements.  First, an understanding of the original requiremnents was
needed. This involved consulling the Functional Subsystem Software Requirements (FSSR )
docu ment (al soknownaslLevel Crequirements, consisting largely of “wiring, diagrams”),
Guidance and Control Systems Training Manual, source code, informal design notes, and
d iscussions wit] 1shuttle software persont el An “as- built” formal specification capturing
the functionality depicted by the FSSR “wiring diagramms” wasthe ndeveloped.

Sccond, when attempting to derive amore abstract requirements-level formal specifica-
tion, it was diflicult to climinate the implementation bias present in thie as-built. layer. A
level of OM'T diagrains were developed to depict the inforination fron the first level of spec-
ifications. These diagramns facilitated the abstraction process and lead {o the next higher
level of specifications. This iterative process consisting of developing a level of formal spec-
ifications, followed by constructing the corresponding OM'I' diagrams lead to identification
of the highlevel, eritical requirements of the Phase .Plane module. lixainple specifications
and OMT diagrains arc included inthe full paper.

The third task involved outlining proofs between the levels of specificat ions developed.
That is, cachispecification must be showr to cor rectly implement the more abstract spec-
ification above it. These proofs provide traccability from the inniplemientation details as
described by the “wiring diagrams” to the high level requirements.
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